
2019 DoD Environmental Monitoring & 
Data Quality Workshop

Ziqi He, PhD., PE
Cindy Westergard, Senior Chemist

May 13, 2019

The Importance of Data Integrity in 

Environmental Forensics Application



Environmental Forensics

ÁReconstruct past 
contamination events
» What

» Who

» Where

» When

» How 

Á Allocation/Cost

ÁAre the existing test results real/valid?
Á Is there evidence of fraud/cherry-picking?



Environmental Forensics ðHolistic Approaches
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Environmental Forensics ðFingerprinting

ÁSignatures: Additives/Markers/Impurities

ÁEnvironmental Molecular Diagnostics (EMD)

» Isomers, congeners, homologues, parent & 
alkylated

» Stable Isotope Probing (SIP)

» Polymerase Chain Reaction (PCR)

ÁOther Tools

» 3D simulation

» Statistical tools
Jiang, et al. (2015)



Forensics Analyses Processes

Planning:
Á Identifying Data Gaps 
Á Designing Work Plan 

Implementing:
Á Triad Approach
Á SOPs/Protocols

Assessing:
Á QA/QC
Á Usability
Á Evaluating/Interpreting Data
Á Forming Opinions



Error management

ÁMeasurable errors
» Impact on accuracy, sensitivity, and representativeness can 

be detected, monitored, and quantified by quality control 
(QC) samples

» Requires that the analyte being quantified is correctly 
identified

ÁNon-measurable errors
» Cannot be detected by QC samples but are controlled by 

quality assurance (QA) programs and standard operating 
procedures (SOPs)

» Often require subjective evaluation by an experienced 
professional



Making use of historical data

ÁDetermine the relevance and usability of historical data
» Validate the data to the extent possible; qualify as needed
» Exclude (but archive) any data deemed unreliable

ÁTransform and consolidate usable historical data and ready it 
for new data
» Convert units as needed for consistency
» Add key fields (comments, source of data, degree of reliability or 

extent of validation)
» Create fields that can be easily queried for meta data, trends, etc.

ÁIdentify data gaps or errors in the existing conceptual site 
model

* Introduction to Environmental Forensics, Murphy and Morrison; Wait and 
Ramsey, 2002



The environmental measurement process

ÁPlanningfor the collection of new data

ÁImplementingthe collection of new data

ÁAssessingthe quality, usability, and 
meaning of the resulting data



Planning:  Formulate the correct question or 

hypothesis

ÁShould be clearly defined, publicized, and 
agreed to by all participants 

» What are the analytes of concern?

» What are the concentrations of concern?

» What data gaps exist?

» What courses of action will be taken if unexpected 
analytes are detected?

ÁUsing data from one question to answer 
another can lead to errors in decision-making.



Planning:  Select the correct level of 

confidence

ÁStatistical confidence

» Must incorporate some type of randomness within 
the decision unit

» Can be stated numerically (e.g., 95%, 99%, etc.)

ÁProfessional confidence

» Subjective opinion, based on professional judgment

» No numeric value can be assigned

» Requires acceptance by stakeholders



Implementation: Preserve the integrity of 

the sample prior to analysis 

ÁSample integrity

» Use of inert containers

» Minimizing reactions (preservatives, temperature 
preservation)

» Preventing sample contamination and loss

ÁImportant to know the class of analytes of 
interest and potential interferents



Implementation:  Obtain a representative 

subsample for analysis

ÁSubsampling errors are in the laboratory are 
similar to those encountered in the field

ÁProper communication between the data user 
and the laboratory is important to minimize 
errors in representativeness



Assessment:  Verify and validate data and 

determine usability

Á±ŜǊƛŦƛŎŀǘƛƻƴ ŀƴǎǿŜǊǎ ǉǳŜǎǘƛƻƴǎ ƻŦ ά¸Ŝǎκbƻέ ƻǊ 
ά¢ƻ ǿƘŀǘ ŘŜƎǊŜŜΚέ

ÁValidation builds on verification

ÁUsability renders the final verdict

ÁStatistical analyses may be appropriate for 
decision-making



Summary

ÁHistorical data can be used if relevant, reliable, and/or 
qualified appropriately

ÁQuality control incorporated into the planning and 
implementation phases can identify and isolate errors in 
sampling and analysis.

ÁQuality assurance helps control and minimize unknown 
errors in all three phases

ÁProfessional judgment can be used to bridge gaps in 
knowledge as long as all parties accept credentials and 
level of risk involved



Case 1:  Human Error (False Negative)

ÁMass balance from emission test 
indicated mg/L level of sulfide in 
water

» < 0.018 mg/L by a commercial 
laboratory (SM 4500-S2 D)

ÁLab tech error

» Sulfide preserved by zinc as precipitate

» Shaking prior to taking subsample for 
analysis

ÁField screening using Hach 
kits (Method 8131)

ÁPositive by other labs



Case 2:  False Positive and Misinterpretation
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Case 3:  Data Usability (Manipulation)

ÁMerco: dump site with MGP waste

ÁTwo defendants: NMB and Rinker

ÁStatistical analyses (PAH Ratios)
» Outliers

» Duplicate 

» Digit Rounding

» Other Ratios (not presented) Merco: A dump site

NMB

Rinker 

» Soil samples extracted 
after > 250 days for PAHs

» Samples stored at room 
temperature



Case 3:  Data Usability (Negligent Error)

ÁBiomarker Fingerprinting 
» To demonstrate the similarity between Rinker site and Mercosite, an 

expert misused Rinker site data for Mercosite

Merco: A dump site

NMB

Rinker 
SB-2 (5ft) Rinker Site

X 
Wrong Chromatogram


